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GENERATING SUM ALARMS IN PROCESS
CONTROL

RELATED APPLICATION(S)

This application claims priority as a continuation applica-
tion under 35 U.S.C. §120 to PCT/EP2012/062812, which
was filed as an International Application on Jul. 2, 2012,
designating the U.S., and which claims priority to European
Application No. 11172189.0 filed on Jun. 30, 2011. The
entire contents of these applications are hereby incorporated
by reference in their entireties.

FIELD

The disclosure relates to Industrial Automation and Con-
trol Systems, for example, to Substation Automation systems,
with a standardized configuration representation, and for
example, to a method of presenting alarms of the system to an
operatotr.

BACKGROUND INFORMATION

Substation Automation (“SA”) systems can supervise,
monitor, protect and control the substation. This can be done
by protection and control devices allocated to the substation
bays and primary equipment, and station level gateways and
Human Machine Interfaces (“HMIs”). The applications at
station level can be configured according to the substation
layout and the specifications of the customer respective the
operatotr.

Protection and control devices of the SA system close to
the process can generate events, warnings and alarm signals
which can be sent to the station level devices for logging,
archiving and evaluation. In case of disturbances, for
example, an operator in charge has to investigate what has
happened when and at which location in the system, based on
the available information. For this purpose alarm evaluation
applications can provide some sort of support to the operator.

Filters configurable according to alarm and event lists to
filter out certain aspects can be used, for example, alarms of a
bay, a specific switch or transformer, or a specific secondary
equipment device or function. These filters can rely on the
limited information available in the event and alarm lists like
the names of the objects at which the alarm happened. Filter
category properties like priorities, alarm classes etc., which
can be engineered for each signal or signal type can also be
used.

The system alarm state can include sum alarms at different
hierarchical levels, which can allow an identification of the
location or function of the switch yard or secondary system
where the problem has occurred. This can include manually
pre-engineered alarm hierarchies according to switch yard
structure and different functional categories like switch yard,
protection, control, communication system, with sum alarms
defined according to the switch yard structure, for example, at
substation, voltage level, bay and equipment level. Such hier-
archical alarm structure can enable the operator to gain an
overview on the alarm situation at a higher level and to pro-
ceed downwards to the interesting lower levels, however, the
hierarchical alarm structure can be configured individually
for each substation at signal or signal type level, for example,
for each alarm signal, the assignment of the functional cat-
egory can be performed manually.

For example, SA systems based on IEC 61850 can be
configured and described by means of a standardized con-
figuration representation or formal system description called
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2

Substation Configuration Description (SCD). For example,
an SCD file can include the logical data flow between the
IEDs and the relation between the IEDs as well as the func-
tionality which the IEDs can execute on behalf of the substa-
tion. In addition to SA systems for substations in high and
medium-voltage power networks, other process control sys-
tems for, for example, hydro power plants, wind power sys-
tems, and Distributed Energy Resources (DER), can be
described by a formal system description at least partly iden-
tical to the IEC 61850 SA description.

EP-A 2264967 is an interface description or structure of an
inter-bay SA application. The interface of the application to
other elements of the SA system, for example, to a bay con-
troller, IED, OPC server, HMI, and/or gateway, can be used in
order to fully automate inter-bay SA application configura-
tion and implementation. A formal description or structure of
the base SA system as for example, included in an IEC 61850
SCD file can be used to generate a formal description of the
interfaces of the inter-bay SA application to be engineered,
forexample, to structure the interface data into Logical Nodes
according to IEC 61850. The structure of the base SA system
can be connected to the process single line diagram and
integrated into the SCD file of the base SA system, thereby
generating an enhanced SCD file. The interface-level Logical
Nodes can include control blocks and data set definitions that
together define the data flow within the application, for
example, the communication links between the IED that hosts
the interface function block and the IED hosting a basic SA
functionality assigned to substation constituents on a hierar-
chically lower level. For example, this data flow can be engi-
neered automatically by a separate application engineering
wizard, or a component of a system engineering tool.

SUMMARY

A method of generating a sum alarm for alarms of'a process
control system for an industrial plant is disclosed, the method
comprising: identifying alarms described by a configuration
description for the industrial plant; assigning each identified
alarm to a plant level; assigning each identified alarm to an
alarm category based on an alarm type retrieved from the
configuration description; and deriving a sum alarm per alarm
category and at a selected plant level from all alarms assigned
to the alarm category and assigned to the selected plant level
or to any plant level below.

A sum alarm server of a Process Control (PC) system is
disclosed, wherein the sum alarm server is configured to:
identify alarms described by a configuration description for
the industrial plant; assign each identified alarm to a plant
level; assign each identified alarm to an alarm category based
on an alarm type retrieved from the configuration description;
and derive a sum alarm per alarm category and at a selected
plant level from all alarms assigned to the alarm category and
assigned to the selected plant level or to any plant level below.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following, exemplary embodiments will be
described in greater detail with reference to the attached
drawings, in which:

FIG. 1 shows a table view of an exemplary alarm hierarchy
view at voltage level AA1E1 showing the alarm state of the
bays;

FIG. 2 shows an exemplary embodiment, wherein by click-
ing on one of the objects at the left side, for example, the bay
QO5, the next level of the hierarchy containing primary equip-
ment like switches and protection functions;
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FIG. 3 shows two red circles denoted by an arrow, which
shows an issue at the circuit breaker QA1 within this bay, and
wherein selecting this object and then clicking the “control”
category at the top, the appropriate signals in this level are
shown, revealing that this breaker is blocked; and

FIG. 4 shows an excerpt of an exemplary SCD file includ-
ing the configuration part for the automatically generated
application views depicted in FIG. 1, for example, the bay
view for AA1E1QOS.

DETAILED DESCRIPTION

In accordance with an exemplary embodiment, the disclo-
sure can support the implementation of an alarm hierarchy
and categorization for analysis of disturbances in an indus-
trial plant or process, and for example, a method of generating
a sum alarm and by an alarm interface.

According to the disclosure, alarms of a Process Control
PC system for an industrial plant described by a standardized
or formal system configuration description, for example,
alarms of a Substation Automation SA system for a substation
in a high or medium-voltage power network are embedded or
consolidated, in an automated way, into a sum alarm for
further processing or analysis. In accordance with an exem-
plary embodiment, alarms or other events can include imme-
diate operator intervention, which can be identified and
retrieved from the system configuration description and
assigned to a plant or structural level according to the con-
figuration description. For example, based on an alarm type,
such as a Logical Node class and Data Object name according
to IEC 61850, which can be retrieved from the system con-
figuration description, and according to preconfigured or
user-defined rules, each identified alarm can be assigned to an
alarm category. Finally, for example, consolidated sum
alarms at a particular plant level and per alarm category can be
derived, or calculated, from all alarms assigned to the respec-
tive alarm category and all plant levels not hierarchically
superior to the particular plant level.

For example, based on the formal system configuration
description of a Process Control (PC) system of an industrial
plant, can enable an automated generation of an alarm inter-
face as part of a plant supervision process or of a Human
Machine Interface. The alarm interface can include an alarm
hierarchy according to plant level or process structure and an
alarm categorization or classification according to pieces of
equipment or process functions involved. For example, alarm
categories in this context can be related to primary equipment
or secondary equipment, or to protection, control, or security
functions. In this context, the category assignment may be
ambiguous as for example, a protection alarm may be
assigned to both the “function” oriented category (“protec-
tion”) and to the “equipment” oriented category (“trans-
former™).

In an exemplary embodiment, a sum alarm acknowledg-
ment can be defined for each implemented sum alarm. The
corresponding acknowledgement can extend to all alarms that
contribute to the sum alarm, for example, to all the alarms
assigned to a same category and to inferior plant levels that
are evaluated by the sum alarm in question. In accordance
with an exemplary embodiment, all of the alarms assigned to
the same category do not need to be acknowledged individu-
ally by the operator.

For example, in an alarm interface of an SA system, the
sum alarms can be presented in a hierarchical and structured
way, where the structure can be automatically derived from an
IEC 61850 Substation Configuration Description SCD file as
the formal configuration description of the SA system. In
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accordance with an exemplary embodiment, a generic alarm
application configured with the IEC 61850 SCD file of the SA
system and pre-defined as well as user-defined alarm catego-
ries can be executed as an application expert program, based
on SCD external categorization rules. The SCD file can allow
automatically subscribing to the needed online data of the
substation either via a standard interface like an OPC server,
or directly to the IEDs as an IEC 61850 client. The plant level
assigned can be a substation hierarchy level out of (in hierar-
chically decreasing order) a Substation, Voltage, Bay, Pri-
mary Equipment, Sub-equipment level.

Classification can be largely determined by rule-based
definition of categories using the inherent semantics con-
tained in the IEC 61850 data model from standardized Logi-
cal Node (LN) classes and Data Object (DO) names of the
Data Objects including the alarm information, as well as from
primary equipment structure and type as contained in the
Substation section of the SCD file. For example, by means of
user-defined rules, project-specific categorization into cus-
tomer-chosen types of functional structures may be arranged
for during engineering of a specific SA project, for example,
in order to reflect different preferences as far as the above-
mentioned ambiguities are concerned.

In exemplary embodiments, the alarm can be represented
by a DO of a LN instance, with the alarm status or value being
coded or given by an updated value of the DO. The alarm can
be assigned to the hierarchical level of the respective LN.
However, if an alarm is represented by a DO of a LN relating
to a property of a specific Intelligent Electronic Device IED
which in turn hosts a plurality of LNs, the highest substation
hierarchy level of the plurality of LNs can be assigned to this
alarm. As a consequence, a protection IED locally ina bay can
be allocated to the bay, while a bus bar protection IED across
several bays can be allocated to the voltage level of the bus
bar.

In accordance with an exemplary embodiment, the alarm
hierarchy and the alarms in the different categories can be
displayed to an operator in a tree or table view. Sum alarms
can also be provided for graphical representation in an opera-
tor HMI, for example, for optical display in a single line
overview picture, equipment picture or graphical room lay-
out. A suitable alarm application can automatically generate
all sum alarms at the appropriate plant levels and categories
and provide the sum alarms online, over a communication
network of the SA system, as signals to gateways or other
IEDs for further access and evaluation without any additional
configuration or engineering effort. The access can be
enabled by means of a standard interface like OPC or as an
IEC 61850 server providing CALH sum alarms as disclosed
herein.

In an exemplary embodiment of the disclosure, and in
order to simplify the further access or interfacing to sum
alarm status data, a sum alarm can be defined via formal
description terms as an instance of a CALH LN according to
IEC 61850. Sum alarms or CALH LNs can be instantiated per
category on every substation hierarchy level. Each instance
can further be connected to the process single line diagram
and integrated into the SCD file of the SA system as detailed
in EP-A 2264967. Accordingly, the integrated SCD file with
the sum alarm [N includes automatically engineered control
blocks and data set definitions that together define the data
flow within the alarm application, for example, the commu-
nication links between the IED that hosts the sum alarm LNs
and the IEDs hosting the LNs that comprise the basic alarm
information.

The present disclosure can also relate to a computer pro-
gram product including computer program code for control-
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ling one or more processors of an IED adapted to be con-
nected to an SA communication network and/or to host a sum
alarm LN, for example, a computer program product includ-
ing a non-transitory computer readable medium containing
therein the computer program code.

FIG. 1 depicts a table view of an exemplary alarm hierar-
chy view at voltage level AA1E1 showing the alarm state of
the bays. The red circle denoted by an arrow indicates a
control alarm in bay AA1E1QOS. By clicking on one of the
objects at the left side, in this case the bay QO05, the next level
of the hierarchy containing primary equipment like switches
and protection functions is depicted in FIG. 2. The red circle
denoted by an arrow shows that the problem or issue can be at
the circuit breaker QA1 within this bay. By selecting this
object and then clicking the “control” category at the top, the
appropriate signals in this level are shown, revealing that this
breaker can be blocked; compared to the two red circles
denoted by arrows in FIG. 3.

FIG. 4 depicts an excerpt of an SCD file including the
configuration part for the automatically generated application
views depicted in FIG. 1, for example, the bay view for
AAI1E1QOS. For example, the circuit breaker QA1 as an
exemplary primary or conducting equipment is listed. It
includes a Logical Node XCBR, of which the Data Objects
BIkCls and BlkOpn can be reported to have an active alarm
status in FIG. 3

The hierarchy of the sum alarms in a SA system follows the
SCD file substation hierarchy Substation/Voltage level/Bay/
Primary Equipment/Sub-equipment. Additionally a Func-
tion/Subfunction hierarchy can be added at each level as
needed, wherein a restriction coming from IEC 61850 con-
cerns the fact that an alarm can only be allocated to a single
substation hierarchy level. The categorization can be done by
rules based on the inherent semantic of the IEC 61850 data
model. Exemplary pre-defined rules for categorization can
be:

Protection alarms: LN class starts with P and data item or
DO name is Op or Tr or Blk or Health; LN class is RBRF
and DO name is data Health, OpEx, Opln.

Control alarms: LN classes are XCBR, XSWI, DO name is
BlkOpn, BIkCls.

Primary equipment alarms: LN classes starting with X
(switching device), Y (transformer), Z (other primary
equipment), T (instrument transformer) and DO name
EEHealth; LN classes SIMG, SIML and DO names
EEHealth, InsAlm, PrsAlm; LN class is TVTR and DO
name is FuFail; LN class MMXU or MMXN limit vio-
lations.

Secondary system (IED) alarms: any subscribed data item
with q=‘invalid’; LN class LPHD, data names Phy-
Health, WacTrg, WrmStr, PwrDwn, PwrUp.

Individual alarm states can be summed up or evaluated per
category and across the hierarchy, according to some logic
ensuring that the highest alarm state in terms of importance
can prevail over all other contributing alarms. For example,
on any change of an alarm value the state of all superior sum
alarms in the category can be recalculated. For example, a
generic, substation-level alarm application can be configured
with the IEC 61850 SCD file of the SA system and precon-
figured as well as user-defined alarm categories can be
executed repeatedly during operation in order to propagate
any base alarm status change without delay.

In addition to the standard IEC 61850 alarm states “OK”
(green), “Warning” (yellow; applicable, for example, if a
maximum number of switching operations is approached/
reached, or if one out of two redundant communication chan-
nels is out of order), “Alarm” (red) an additional state “Not
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communicated” (black) is introduced, which can also repre-
sent an exemplary IED related alarm. In addition, the com-
munication state of an IED can be derived from the quality of
the signals exchanged. For example, in this case ‘blue’ means
OK, but derived, while ‘red” at the IED and ‘black’ at the
signal shows a signal which has not been communicated.
Alarm states of short duration like protection trips may also
behandled, in which case a refined concept of alarm acknowl-
edgement can be introduced, wherein an alarm stays pending
until it is acknowledged AND its alarm state vanishes.

In an exemplary embodiment of the disclosure, the catego-
ries generated automatically respective by user defined rules
could also be used to classity and filter, but not to graphically
represent, events of an (archived) event list instead of the
current alarm state.

Thus, it will be appreciated by those skilled in the art that
the present invention can be embodied in other specific forms
without departing from the spirit or essential characteristics
thereof. The presently disclosed embodiments are therefore
considered in all respects to be illustrative and not restricted.
The scope of the invention is indicated by the appended
claims rather than the foregoing description and all changes
that come within the meaning and range and equivalence
thereof are intended to be embraced therein.

What is claimed is:

1. A method of generating a sum alarm for alarms of a
process control system for an industrial plant, the method
comprising:

identifying alarms described by a configuration descrip-

tion for the industrial plant;

assigning each identified alarm to a plant level;

assigning each identified alarm to an alarm category based

on an alarm type retrieved from the configuration
description; and

deriving a sum alarm per alarm category and at a selected

plant level from all alarms assigned to the alarm cat-
egory and assigned to the selected plant level or to any
plant level below.

2. The method according to claim 1, wherein the alarm
category assigned is one of a protection, control, primary
equipment, secondary equipment, or security category.

3. The method according to claim 1, comprising:

defining a sum alarm acknowledgement for acknowledg-

ing all alarms contributing to a sum alarm.

4. The method according to claim 1, wherein the industrial
plant is a substation of an electrical power transmission sys-
tem described by a standardized configuration description
according to IEC 61850.

5. The method according to claim 4, wherein the plant level
assigned is a substation hierarchy level is one of a Substation,
Voltage, Bay, Primary Equipment, Sub-equipment level.

6. The method according to claim 5, wherein the alarm is
represented by a Data Object (DO) of a Logical Node (LN)
according to IEC 61850, comprising:

assigning the alarm to the substation hierarchy level of the

LN; and

assigning the alarm to an alarm category based on a name

of the DO.

7. The method according to claim 5, wherein the alarm is an
alarm related to an Intelligent Electronic Device (IED) host-
ing a plurality of implemented [N, the method comprising:

assigning the IED related alarm to a highest substation

hierarchy level to which any one of the implemented
LNs is assigned.
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8. The method according to claim 5, comprising:

instantiating a sum alarm LN for each category and sub-

station hierarchy level.

9. A sum alarm server of a Process Control (PC) system,
wherein the sum alarm server is configured to:

identify alarms described by a configuration description

for an industrial plant;

assign each identified alarm to a plant level;

assign each identified alarm to an alarm category based on

an alarm type retrieved from the configuration descrip-
tion; and

derive a sum alarm per alarm category and at a selected

plant level from all alarms assigned to the alarm cat-
egory and assigned to the selected plant level or to any
plant level below.

10. The sum alarm server according to claim 9, wherein the
alarm category assigned is one of a protection, control, pri-
mary equipment, secondary equipment, or security category.

11. The sum alarm server according to claim 9, comprising:

defining a sum alarm acknowledgement for acknowledg-

ing all alarms contributing to a sum alarm.

12. The sum alarm server according to claim 9, wherein the
industrial plant is a substation of an electrical power trans-
mission system described by a standardized configuration
description according to IEC 61850.

13. The sum alarm server according to claim 12, wherein
the plant level assigned is a substation hierarchy level is one
of a Substation, Voltage, Bay, Primary Equipment, Sub-
equipment level.
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14. The sum alarm server according to claim 13, wherein
the alarm is represented by a Data Object (DO) of a Logical
Node (LLN) according to IEC 61850, comprising:

assigning the alarm to the substation hierarchy level of the

LN; and

assigning the alarm to an alarm category based on a name

of the DO.

15. The sum alarm server according to claim 14, wherein
the alarm is an alarm related to an Intelligent Electronic
Device (IED) hosting a plurality of implemented [N, further
comprising:

assigning the IED related alarm to a highest substation

hierarchy level to which any one of the implemented
LNs is assigned.

16. The sum alarm server according to claim 14, compris-
ing:

instantiating a sum alarm LN for each category and sub-

station hierarchy level.

17.The sum alarm server according to claim 9, comprising:

a Human Machine Interface (HMI), wherein the HMI is

configured for optical access by an operator.

18. The sum alarm server according to claim 9, wherein the
sum alarm server is configured for online access by a sum
alarm client device.

19. The sum alarm server according to claim 9, wherein the
sum alarm server is configured to be connected to a commu-
nication network of a Substation Automation (SA) system.

20. The sum alarm server according to claim 9, wherein the
sum alarm server is configured to host a sum alarm Logical
Node (LLN) according to IEC 61850 for the generated sum
alarm.



